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7SOC Security Analysis Report (Sample )

TSOC
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7SOC Security Analysis Report (Sample )
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7SOC Security Analysis Report (Sample ) TSDC
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Threat Type Critical High Medium Low
Botnets 24 0 0 0
Intrusions 3, 054 30, 137 101 113
Malware 69 0 0 0
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Attack Source Counts mCritical "High MediumPercent of Total Attacks
""""""""""""" 24,161 78.92%
3,226 10.54%
[ 1,094 3.57%
I 320 1.05%
207 0.68%
192 0.63%
167 0.55%
129 0. 42%
122 0. 40%

: 115 0. 38%
gooooooirooon ' 101 0.33%
'

OooDoogooogooo
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101 0.33%
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7SOC Security Analysis Report (Sample )

70v o LIcIETP20 (BRE—->70v 7 HIR)

Intrusion Name Intrusion Type

@ MS.IIS.WebDAV,PROPFI Buffer Errors

ND. ScStoragePathFromUr L.

Buffer.Overflow

% D-Link.DSL-2750B.CLI 0S Command Injection
. 0S. Command. Injection

# Netcore.Netis.Device Improper Authentication

s. Hardcoded. Password. Sec

urity.Bypass

% Dasan.GPON.Remote.Co 0S Command Injection
de. Execution

@ Apache.Struts. 2. Jaka Code Injection
rta.Multipart.Parser. Cod

e.Execution

% Drupal.Core.Form.Ren 0S Command Injection
dering. Component. Remote,

Code. Execution

% Joomla.Core.Session. Code Injection
Remote. Code. Execution

% TUTOS. CMD. Module.Una 0S Command Injection
uthenticated. Remote. Comm

and. Execution

% NETGEAR.DGN1000.CGI. Code Injection
Unauthenticated. Remote. C

ode, Execution

% OpenSSL.Heartbleed.A Information Disclosure

ttack
% GhOst.Rat.Botnet

% Zivif.PR115-204-P-RS Improper Authentication

.Web. Cameras. Credentials

.Disclosure

% Avtech.Devices.HTTP. 0S Command Injection
Request.Parsing.Multiple

.Vulnerabilities

# Wordpress.Login.Brut Anomaly

e.Force

% Linksys.Routers.Admi Permission/Priviledge/Ac

nistrative. Console. Authe cess Control
ntication.Bypass

% HTTP.URI.SQL.Injecti SQL Injection
on

@ HTTP.Request.URL.Dir Path Traversal
ectory. Traversal

% PHP.Malicious.Shell Malware

% FTP.Login.Brute.Forc Anomaly

e

% China.Chopper.Web.Sh Anomaly
ell.Client.Connection

Copyright 2018 HighTechSystem Co., Ltd.
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Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical
Critical
Critical

High

High

High

High
High

High
High

High

FortiGateD OO OO0 O0OOO0OOO0OOOOOOOOO200000

gobooobooobooooooobooooboooobooooog

goooodoooooood

Counts

394

46

42

27

19

133

46

24

21

20
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; - EIDDEIDDEIDDEIDIPDDDDDDDDDZODDDDDDDDDDIPi
ISOC Security Analysis Report (Sample ) "&/_EIDDEIDDDDDDDDDDDDDDDDDDDDDDDDD
WEKIPE /TR M ETOP20 (MEMRIEIE)

Attack Victim Counts mCritical "High MediumPercent of Total Attacks
! [ 28,573 85. 83%
[ 887 2.66%
[ 837 2.51%
(] 636 1.91%
1 518 1.56%
1
I
I
I
I
I
I
I
I
I
I
I
|

411 1.23%
226 0.68%
220 0. 66%
181 0. 54%
181 0. 54%
120 0. 36%
111 0. 33%
107 0. 32%
100 0. 30%
91 0.27%
82 0.25%

6 0.02%

OoooooOooo

0.01%
0.00%
0.00%

goboOooobOooooOoooooobooOooDbbo2wp0bOb000OObOO0O0ODOOO0ODODO0ODODbDO

WY 4 FRMREETOP20 £ |00o0000000000000000

E goooogoiirgonog :

—_ - W

__________________________

Intrusion Type Counts

Anomaly 28,211
0S Command Injection 1,496
Improper Authentication 797
Buffer Errors 767
Path Traversal 699
SQL Injection 679
Code Injection 459
Malware 148
Permission/Priviledge/Access Control 66
Other 23
Information Disclosure 17
DoS 6
Resource Management Errors 2
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7SOC Security Analysis Report (Sample ) TSOC

gobooooooOcriticalD0 000000000 DOOOD20000000D0O

Critical e #rTOP20<CC000000000O0OOOOOO000000ONNNNNNNDNNNNNNo
BRE { ] DBERAH D0000000000000000000CVE-IDDD0000000000000

Attack Name CVE-ID Intrusion Type Counts
# Netcore.Netis,Devices.Hard Improper Authentication
coded. Password. Security. Bypass 796
@ MS. IIS. WebDAV. PROPFIND. ScS CVE-2017-7269 Buffer Errors
toragePathFromUr L, Buffer. Overf 754
Low
% Bash.Function,Definitions. CVE-2014-6271,CVE-2014-6277,CV 0S Command Injection 705
Remote. Code. Execution E—2014—6278, CVE-2014-71 69, CVE-

2014-7186, CVE-2014-7187
@ Dasan.GPON. Remote. Code. Exe CVE-2018-10561, CVE-2018-10562 0S Command Injection 241
cution
@ Apache.Struts. 2. Jakarta.Mu CVE-2017-5638 Code Injection 210
ltipart.Parser.Code. Execution
& D-Link.DSL-2750B. CLI. 0S. Co 0S Command Injection 151
mmand. Injection
@ Drupal.Core.Form.Rendering CVE-2018-7600 0S Command Injection 72
. Component. Remote. Code. Executi
on
#® GhOst.Rat,Botnet 35
% Oracle.WeblLogic.Server.wls CVE-2017-3506, CVE-2017-10271 Code Injection 24
-wsat. Component. Code. Injection
#® Joomla,Core. Session.Remote CVE-2015-8562 Code Injection 15
.Code. Execution
% NETGEAR.DGN1000. CGI. Unauth Code Injection 15
enticated.Remote. Code. Executio
n
#® OpenSSL.Heartbleed.Attack CVE-2014-0160 Information Disclosure 1
@ VlebNMS. Framework.Directory CVE-2016-6600, CVE-2016-6601 Path Traversal 6
.Traversal
@ Zyxel.Router.nslookup.Comm CVE-2017-6884 0S Command Injection 5
and, Injection
% TUTOS. CMD. Module. Unauthent CVE-2008-0148, CVE-2008-0149 0S Command Injection 4
icated. Remote. Command. Executio
n
#® PHPUnit.Eval-stdin.PHP.Rem CVE-2017-9841 Code Injection 8
ote. Code. Execution
% Apache.Struts.2.DefaultAct CVE-2013-2251 Other 2
ianapper.Remote.Command.Execu
tion
@ Apache. Commons. Collection. CVE-2015-4852, CVE-2015-6420, CV 0S Command Injection 2
InvokerTransformer. Code. Execut E-2015-6555, CVE-2015-6576, CVE-
ion 2016-0788, CVE-2016-3427, CVE-20

16-3642, CVE-2016-4385, CVE-2016

-8735, CVE-2016-9498, CVE-2017-5

??5,CVE—2017-5792,CVE—2018—106
% Apache.Struts.2.REST.Plugi CVE-2016-4438, CVE-2017-12611 Code Injection 1
n.Remote. Code. Execution
® Zivif.PR115-204-P-RS.Web.C CVE-2017-17106 Improper Authentication 1

ameras. Credentials.Disclosure
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7SOC Security Analysis Report (Sample )

fEMRE (Critical) ONEICET 25 E15EHTOP20

Attack Name
Netcore.Netis.Devices.Hardcoded. Password. Securit
y.Bypass

MS. IIS. WebDAV, PROPFIND, ScStoragePathFromUr L. Buff
er.Overflow

Bash. Function.Definitions.Remote. Code. Execution
Dasan, GPON. Remote. Code. Execution

Apache. Struts. 2. Jakarta. Multipart.Parser. Code. Ex
ecution
D-Link.DSL-2750B. CLI. 0S. Command. Injection
Drupal. Core. Form. Rendering. Component. Remote. Code
.Execution

GhOst.Rat.Botnet

Oracle.WebLogic. Server.wls-wsat. Component. Code. I
njection

NETGEAR. DGN1000. CGI. Unauthenticated. Remote. Code.
Execution

Joomla. Core. Session. Remote. Code. Execution
OpenSSL. Heartbleed. Attack

WebNMS. Framework.Directory. Traversal
Zyxel.Router. nslookup. Command. Injection

TUTOS. CMD. Module. Unauthenticated. Remote. Command.
Execution

PHPUnit.Eval-stdin. PHP. Remote. Code. Execution

Apache. Commons. Col lection. InvokerTransformer. Cod
e.Execution

Apache. Struts. 2. DefaultActionMapper. Remote. Comma
nd. Execution

WordPress. Marketplace.wpmp pp ajax call.Remote.C
ode. Execution

Zivif.PR115-204-P-RS. Web. Cameras. Credentials.Dis
closure

Copyright 2018 HighTechSystem Co., Ltd.

Reference

http://www,
http://www.

http://www.
http://www,
http://www,

http://www,
http://www.

http://www,
http://www,

http://www,

http://www,
http://www,
http://www.
http://www.
http://www.

http://www,
http://www.

http://www,
http://www.

http://www,

goooOooooocriticalDO0OOOOODOOODODODDO20O0O
OO0O00OO0OCOOOOReferenceC DOOOOOWLODOODODDODODDO
gooooooooooo

fortinet.
fortinet.

fortinet.
fortinet.
fortinet.

fortinet.
fortinet.

fortinet.
fortinet.

fortinet.

fortinet.
fortinet.
fortinet.
fortinet.
fortinet.

fortinet.
fortinet.

fortinet.
fortinet.

fortinet.

com/ids/VID42781
com/ids/VID43844

com/ids/VID39294
com/ids/VID46083
com/ids/VID43745

com/ids/VID46176
com/ids/VID45752

com/ids/VID38503
com/ids/VID45334

com/ids/VID44738

com/ids/VID41851
com/ids/VID38315
com/ids/VID42836
com/ids/VID46494
com/ids/VID46564

com/ids/VID45765
com/ids/VID41663

com/ids/VID36453
com/ids/VID45621

com/ ids/VID45492

Total Num
796

754

705
241
210

151
72

35
24

15

15
11
6
5
4

3
2

2

—_

—_
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TSOC Security Analysis Report (Sample é
BIRE [High] OINEEMEIELTOP20

000000000 00HIghD D oooooopoooooOop2COOOODODODODO

goooooooboooopoooooopooCriticalCODOoOoobooobbooDDo
0o0ooooooooooooooooogdcve-1DD00000000000000

Attack Name CVE-ID
% Wordpress.Login,Brute.Forc CVE-2009-2335
e

Intrusion Type

Anomaly

@ HTTP.Request.URI.Directory CVE-2001-0308, CVE-2017-10974,C Path Traversal

.Traversal VE-2018-11137

@ HTTP.URI. SQL.Injection

& Avtech.Devices. HTTP. Reques
t:Parsing.MuLtipLe.VulnerabiLi
ties

& PHP.Malicious. Shell

#® PHP.CGI.Argument.Injection CVE-2012-1823,CVE-2012-2311

® Linksys.Routers,Administra
tive.Console. Authentication. By
pass

#® China.Chopper.Web. Shell.CL
ient. Connection

% Adobe. XML.Entity.Injection
#® PHP.URI. Code. Injection

% FTP.Login.Brute.Force

#® Narcissus. Image. Configurat
ion. Remote. Command. Execution
% SSLv2.0penssl.Get. Shared.C
iphers.Overflow. Attempt

#® Ektron.XSLT. Transform. Remo
te. Code. Execution

% Log1.CMS. WriteInfo.PHP. Cod
e.Injection

% Datalife.Engine.Catlist.Pa
rameter. PHP. Code. Injection

& VACRON. CCTV. Board. CGI. cmd.
Parameter. Command. Execution
® MS.IE.FTP.Client.Folder.Tr
aversal

#® PhploAdmin. moadmin. php.Una CVE-2015-2208
uthenticated. Remote. Code. Execu
tion

@ FTP.USER. Command. OverfLow

CVE-2009-3960

CVE-2006-3738

CVE-2012-5357

CVE-2011-4825

CVE-2013-1412

CVE-2004-1376

SQL Injection
0S Command Injection

Malware

Code Injection

Permission/Priviledge/Access Control

Anomaly

Other

Code Injection

Anomaly

0S Command Injection

Buffer Errors

Code Injection

Code Injection

Code Injection

0S Command Injection

Path Traversal

Code Injection

E-2002-0126, CVE-2005-3683, CVE-
2006-2212, CVE-2013-5680

fEfRE (High] OKEICEY 5 5E(15¥RT0P20

Attack Name

Wordpress. Login.Brute. Force

HTTP. Request.URI.Directory. Traversal
HTTP. URI. SQL. Injection

Avtech.Devices. HTTP, Request.Parsing. Multiple. Vul
nerabilities

PHP.Malicious. Shell
PHP. CGI. Argument. Injection

Linksys.Routers.Administrative. Console. Authentic
ation.Bypass

China. Chopper.Web. Shell.Client. Connection
Adobe. XML. Entity. Injection

PHP. URI. Code. Injection
FTP.Login.Brute.Force

Narcissus. Image. Configuration. Remote. Command. Exe
cution

SSLv2. Openssl. Get. Shared. Ciphers. Overflow. Attemp
t

Ektron. XSLT. Transform. Remote. Code. Execution
DatalLife.Engine.Catlist.Parameter.PHP, Code. Injec
tion

Log1.CMS.WriteInfo.PHP.Code. Injection

FTP. USER. Command. Overf Low

VACRON. CCTV. Board. CGI. cmd. Parameter. Command. Exec
ution

MS.IE.FTP.Client.Folder. Traversal

PhpMoAdmin, moadmin. php. Unauthenticated. Remote. Co
de. Execution

Copyright 2018 HighTechSystem Co., Ltd.

Reference

http://www.
http://www.
http://www,
http://www.

http://www,
http://www.
http://www,

http://www.
http://www,
http://www,
http://www,
http://www.

http://www,

http://www.
http://www,

http://www.
http://www,
http://www.

http://www.
http://www.

CVE-1999-0256, CVE-2000-0479, CV Buffer Errors

Counts

28,118
684

676
300

73
58
56

48

19
"
9
7

gooooOooOoOoOOoOOHghODOOOODOOODOOODOOOD200 OO
OOO0OO0OOOQOReferenceDDOODOOOWKWLOOODODOODDODODDO
oooooooogd

fortinet

fortinet.
fortinet.
fortinet.

fortinet.
fortinet.
fortinet.
fortinet.
fortinet.

fortinet.

fortinet.
fortinet.

fortinet.
fortinet.
fortinet.

fortinet.
fortinet.

.com/ids/VID29519
fortinet.
fortinet.
fortinet.

com/ids/VID10604
com/ids/VID15621
com/ids/VID43635

com/ids/VID44580
com/ids/VID31752
com/ ids/VID44582

com/ids/VID37268
com/ids/VID18162
com/ids/VID15463
com/ids/VID22909
com/ids/VID33932

com/ids/VID13227

com/ids/VID34126
com/ids/VID34579

com/ids/VID32153
com/ids/VID12923
com/ids/VID44754

com/ids/VID30570
com/ids/VID40243

Total Num
28,118
684

676

300

73
58
56

48
19
11
9
7

4
4
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TSOC Securlthna/VSIs Report (Sample) /_ O0OOFortiGateO OO DO OODOOOOOOODODODOO
A:T 0000000000000 0000000000
HTTP /HTTPS 7’0 h )L % {F > 7= INEETOP20 (BIMRE->WEMRIEE)
Attack Name Severity Attack Counts
% MS. IIS.WebDAV. PROPFIND. ScStorageP Critical 754
athFromUr L. Buffer. Overflow
% Bash.Function.Definitions.Remote. Critical 705
Code. Execution
@ Dasan.GPON. Remote. Code. Execution Critical 241
% Apache.Struts. 2, Jakarta.Multipart Critical 210
.Parser.Code. Execution
# D-Link.DSL-2750B.CLI. 0S. Command. I Critical 151
njection
% Drupal.Core.Form.Rendering. Compon Critical 72
ent. Remote. Code. Execution
% GhOst.Rat.Botnet Critical 35
% Oracle.WebLogic.Server.wls-wsat.C Critical 24
omponent. Code. Injection
% NETGEAR.DGN1000. CGI.Unauthenticat Critical 15
ed. Remote. Code. Execution
% Joomla.Core. Session.Remote. Code.E Critical 15
xecution
% VebNMS. Framework.Directory. Traver Critical 6
sal
@ Zyxel.Router.nslookup.Command. Inj Critical 5
ection
% TUTOS. CMD. Module. Unauthenticated. Critical 4
Remote. Command. Execution
% PHPUnit.Eval-stdin.PHP.Remote.Cod Critical 8
e.Execution
% Apache.Struts. 2. DefaultActionMapp Critical 2
er.Remote. Command. Execution
% Apache. Commons. Collection. Invoker Critical 2
Transformer. Code. Execution
% Zivif.PR115-204-P-RS. Web. Cameras. Critical 1
Credentials.Disclosure
% Apache.Struts. 2, REST.Plugin.Remot Critical 1
e.Code. Execution
@ VlordPress.Marketplace.wpmp_pp_aja Critical 1
x_call.Remote. Code. Execution
% Vordpress.Login.Brute.Force High 28,118

Copyright 2018 HighTechSystem Co., Ltd. page 10 of 41



7SOC Security Analysis Report (Sample ) TSDC

JIVD T T7RUOARY bRy b

BEHOXY NT—VRIEBAL, $EHFDIVE
BEOHBDYI NI ITFPBEEOHZI—K (VK
7)1 EEVCET, TILY I TICIXEROEELH

— 4 &B|X LY, BEROBREABAN YT EE
—HII T BB HER) HHBL T, Malware (WL T
FIH. D STRERRILTITOD BEICUTOIEEIC

\S H H

DWW LIRERERELET.

Virus (4 JLR, OV
Ei—4%74JR)

JAVEa1—SICRELTHIRRS (F—9OBFLAZTEVHIR) 21TokY., thoavEa—9~ERE%E
EIF3Z&T. TOREGERHEILAIEIIE2EAMELELED,

Spywware (R/R4 5 T7F)

AVE21—SOHAE’REELLYV T TOBEY. ETLAREORE. X—LT FLRALBEDEANERE
AEIEETZIEEZBMELEED,

Adware (7 R = 7)

NRY AV ET, BEVPEEERTIEDIEZBEMNELEDD, BRICL >TREZAFMADOHIFE Ao

YT 5ma0H5,

F7z. [Botnet (ZRvy hXw k)
ChicRBELEIvPEPai—49%K
Ea—4h, TDORY bxv h&s
%‘;J:U"j"f/\_ﬁl%kﬂﬂ?ﬁi‘ﬂ'
ExavbEa—4%LEEIED, R

O7S L%V E1—%ITBAIE,
ICEROTRFEFICERT SR Y U —I%IELE VT FICREELDY
B2 ET, MERINIITHI I O- RINTREMEALLY., =RIZE
h@UTéUZO@%Uitoﬁvh7/ht®ﬁ1 ‘RO bNBEIF. BELICE
y bRy ROSEIVEBEL THERINABVWLSOHREZELCH2BRELNIHY T,
000000000002000000VictindDO0O00000000000000IPOO0
L—|DsourceD 00000000000000000000IPO000CUNON0000000000

[

1 &F Iy F7O— ET%6¢/htmﬁg

fv\"“F\\L

N
= <)
& T
5
4

7)[/,-71 u*ﬁﬂ]ﬁTOPZ@ Oo0ooooooooooooodooooooooooooooooooooooooono
Malware Name Malware Type Victim Source Count
£ W32/GenKryptik. CMCA!tr Virus 1 2 53
£ Malware Virus 1 1 24
() abd7af8ce2ae317d2fe637d0aca5fd971315ch7 Virus 1 1 6
b
] Riskware/Babylon Spyware 1 1 4
] XM/Agent.FO1B!tr.dldr Virus 1 1 2
£ 91218a24505b77299347950647255¢7779659 Virus 1 1 1
5
y EICAR TEST FILE Virus 1 1 1
) W32/Kryptik.GLKH!tr Virus 1 1 1
£ 92872b11bd9831783d4f5daa8204c05b6edf 52 Virus 1 1 1
8

AR N (IP) BI=JLy = 7HRE1EKTOP10

Malware Source
IPv4-18338
IPv4-64340
IPv4-64340
IPv4-64340
IPv4-40641
IPv4-2216
IPv4-64340

IPv4-64340
IPv4-3857

IPv4-64340

oooooooooOooooOoooowooOOooooooooooooooo
golppooooooooooooooooooobooooonoogoog

Hostname (or IP) Counts
hemmmmmmm Ty Ij """""" ! 49
24
0 6
oad 4
O 4
O 2
1

E gooooooimwrgoog E
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7SOC Security Analysis Report (Sample ) Tsoc

Y4 L R OHR & 1110

Joo000o0o000o000o0o0oo0onoogoooooooooooooooooooooogn I

>
5
Q‘/
W
N
oD

284 Y = 7 BIBEMETOP10 £ |

© ®© o
& & &
N N N
2 & &
P < ¢

Qf\

gobooooboooooooobboobocoobboooobooooboooobooooDooooDo
Jooooooooooooooooooooooooooooooooooooon

Spyware Name
£ Riskware/Babylon

WETTRIR /84 5 = 7TOP10 (AMMEN%LE) < |oooooooooooooDooooooODOGO

Spyware Victims
IPv4-64340

Occurrences
4
g00dd0ooooooooooooiwrdddoooddooooooooo
Occurrences
4

;ZH/(af T 771§E§ﬂ§gIODJ¥E$§ L—1bonaioaoabogouoaooouoooooooooooooooooooooooo
goooooooooooon

4

S

&
Q\
v

goboooobooooooooobocoboboooooooobooooboooboboooooooon

. : ¥ |oooooooooooo00OoDDDOO000000000000000000
7 R = 7 RIARFIETOP10

BATHAVT 9N EEPERNICEFEELZIEA

AT R = 77TOP10 (HREn#K

Z—DDDDDDDDDDDDDDDIPDDDDlODDDDDDDDDDDDD
"Ei) ooooooo0ooooooooooooon

BATHAVT 9N EEPERNICEFEELZEA

Copyright 2018 HighTechSystem Co., Ltd.
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7SOC Security Analysis Report (Sample ) TSOC

gooooooooooboooooboooboooooooooooooooooooooooboobooo

7R 7HBRHMBOHRE £ loooooooooon

BETO07 79 M EEPRERNICEELIEA

000000000000000000010000000000000000000000000O0

Ry by MRAMTOPI0<—|uoooooooooooooooooo

BETO7 79 M EEPRRARNICEELIEA

. TN 2/—DDDDDDDDDDDDDDDDDDIPDDDDDDDlODDDDDDDDDDDDD
Y l\*‘y I\F&%/_J_\Z hTOP10 goooooooooooooooooooooonogoooog

BET2O07 79 M EEPREARNICEELIEA

gobooooboooooboooooOoOooOoOoOoOooOoOoOooooooo

BREINERY bRy NBIEF T r—vay [53553555gumuummmmummmm

BEYT2O07 79 M EEPRRARNICEELIEA

goobooooboooooOoooboOoOooOooOooooOoooOooOooOooUooOOoOooooooo

Ry bRy MREOBOHER £ |nvoooooooooooooooon

BATHAVT -9 MEEPREANICEFEELZEA
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7SOC Security Analysis Report (Sample ) Tsoc

Forticuardd 00 00 0000000000000 O0O0O0O00000000000000000000
goboboooooooobooboobooboboboboobooooooooboobobobobo
gooooooooooonooooonooooooooooooooonoonoogooooooooon

Um%@*/h

ﬁv %t%tﬂﬁéwwtwawv7u7 ya/#ﬂ%*nrvéﬂ%ﬁ%%U$

- DEDICHEBUENFET 2FE, YA N—REORENYICIhDETREEHYIITD

T, PEOEEEIILERN :yEJ—&ftﬁvok?ny—agyﬁﬁﬁb\EEL(y%#%%ET%M%#%
YEd, TOEI2 3V TIE, FortiGateMMREILAZY Z2DEVWT ) r—oa vy EFDBERRE. K. RUOEF
A—JLOFARRICOVWTHIRLABRERSLE T,

.

FortiGuardcid, 77 fr—> 3 Y OBIFRIEICESWT, 77 7—2 3 IC1~60 Y 2 75l & &Y é tmiio

U R, CROERENYZIDBNT T F— 2 Y EREICERIL, RECETET T T 3 VHERY

Sl A E YB3 DIBIEET.,

R i i

(5 I EF YT HEARRT 2TEMOH . BEOHZT T F—>a ., f”“*”“‘7“*977”7_’3

0 vwv17@@%¢?—a%ﬁ%a3@:¢ﬂ%ﬁ@@577u7—93yaz?‘”f_*77t177”7_’3
- BAMAIS 224 —> 2 VICHASh 2 A, BAORSEMEABST7TYr— I Enail, ZRL—SRy 57y T
- vayv, TYhr—< 3y

3w K594 v oRAS LD, Ty hT—2 I AEHIPBTERDH BT T S b, CFA/F—F 14T T o
= Fg—av, ¥av

0 & PURRT I a v T BT R T PEHT T S— 3>, 59*1’7”7_”3"7”7?_

- | > | ES|PAN Jooogooooooooooooooooooooo OO bLoboog

)70)/7- /3 JZOO)U E Jgooo0oooooooooooooooooooooooboog

® 97.89% Cloud (39,476 )
® 1.93% Tunneling (779 )
® 0.17% Excessive-Bandwidth (70 )

gooooooooooooooooon

gobObooobOoooobooosooo4sb0o0oOoboboOooobooon
[DDZODDDDDDDDDDDDDDDDDDDDDDDDDDDD

BRHALINA ) RO T T r—2 3 Vi@EEFTP20 (Y RV E->Ey > 3 VEIE)

Risk Application Name Category Techno logy User Bandwidth  Session
a 4 Proxy.HTTP & Proxy Network-Protocol 6 3.81 GB 779

B @ Monero.Cryptocurren g General.Interest Client-Server 2 46.70 KB 14

cy.Miner

Em Telnet % Remote.Access Client-Server 82,632 08B 224,480
= Rsh % Remote.Access Client-Server 51 131.56 KB 164, 390
% RDP % Remote.Access Client-Server 2,348 9.90 KB 36,423
vz VNC % Remote.Access Client-Server 951 0B 4,908
% Rexec % Remote.Access Client-Server 46 0B 463

= Rlogin % Remote.Access Client-Server 146 0B 362

Copyright 2018 HighTechSystem Co., Ltd.
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7SOC Security Analysis Report (Sample )

BAMLET 7)) r— 3 Vi@ET0P30 GEEEIR)

Risk
a8

rofro)

B OR @

DEE RO

ro I o J o SR |

1]

Application Name

5 Proxy.HTTP

HTTP. BROWSER

A HTTPS. BROWSER
B MS.Windows. Update
] Microsoft.0ffice.Up
date
Microsoft. SharePoin

Google. Services
Zoom

Ubuntu. Update

Gmai L

HTTP. BROWSER IE
Microsoft.Portal
Google. Accounts
HTTP. Down Load. Acce

SAlDI® O@~e

@
=~
[V
—+
o
=~

- Google.Play

@ HTTP.BROWSER Chrome
4 HTTP. Segmented. Down
Load

B VYahoo.Services

- Amazon, CloudFront
© Google.Ads

B Microsoft. Authentic
ation

4 Ping

1 Microsoft.0ffice.On
line

A SMTP

4 DNS

SSL TLSv1.2

Amazon. Services
Slack

Ll NS

B Microsoft.CDN
Amazon. AWS

Copyright 2018 HighTechSystem Co., Ltd.

Category

& Proxy
Web.Client
Web.Client

¢ Update

¢ Update

@ Collaboration

= General. Interest
@ Collaboration

¢ Update
X—=Jb
Web.Client
@ Collaboration
= General. Interest
@ General. Interest

= General. Interest
Web.Client
@ Network. Service

= General. Interest
Cloud. IT

= General. Interest

@ Collaboration

@ Network. Service
@ Collaboration

X =)l
@ Network. Service
@ Network. Service
= General. Interest
@ Collaboration

@ Collaboration
Cloud. IT

gobooobooooboboooooOobooOOosonooooooooo
gobooooboooooooooooOoOoOoOoOooOoOoOooooooo
gooooooooooooooooooooooooon

Technology
Network-Protocol

Browser-Based
Browser-Based
Client-Server
Client-Server

Browser-Based

Browser-Based

Browser—Based, Client-Se
rver

Client-Server
Browser-Based
Browser-Based
Browser-Based
Browser-Based
Browser-Based

Browser-Based
Browser-Based
Browser-Based

Browser-Based
Browser-Based
Browser-Based
Browser-Based

Network-Protocol

Browser-Based, Client-Se
rver

Network-Protocol
Network-Protocol
Network-Protocol
Browser-Based

Browser-Based, Client-Se
rver

Browser-Based
Browser-Based

User
6
15
19
13

607
603
14

Bandwidth
3.81 GB
2.07 GB
2.03 GB
1.55 GB
803.43 MB

674.05 MB

490.21 MB
368. 32 MB

363.27 MB
288.03 MB
154.09 MB
111.97 MB
86.70 MB
78.24 MB

59.04 MB
57.72 MB
53.37 MB

45.09 MB
40.29 MB
38.16 MB
37.02 MB

36.61 MB
33.70 MB

32.98 MB
30.07 MB
24,20 MB
23.73 MB
20.40 MB

17.56 MB
13.78 MB

Session
779
1,099
28,094
1,737
68

72

21,399
194

136
981
2,216
1,830
10, 471
10

8,390
1,993
16

1,285
175

1,839
2,878

272
959

18, 935
321,708
1,021
2717

84

122
295
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7SOC Security Analysis Report (Sample )

goboooooooooboooooboooobooDbobonbOoooobooooog
/ oooooooooooo0ooooooooooboooooooooobooooo
OCvE-IDD 0D 00000000000000000000000000000

TTVr—2 a3 D5 ZRWIRETOPI0 (BIRE->KEXKIER)

Severity Malware Name
% Netcore.Netis.Devices.Hardcoded. P Improper Authentication

Malware Type

assword, Security.Bypass

@ MS. IIS. WebDAV, PROPFIND. ScStorageP Buffer Errors
athFromUr L. Buffer,Overflow

% Bash.Function.Definitions.Remote. 0S Command Injection
Code. Execution

#® Dasan. GPON. Remote. Code. Execution 0S Command Injection

& Aprache.Struts. 2, Jakarta.Multipart Code Injection
.Parser. Code. Execution

#® D-Link.DSL-2750B. CLI. 0S. Command. I 0S Command Injection
njection

@ Drupal.Core.Form. Rendering. Compon 0S Command Injection
ent. Remote. Code. Execution

#® GhOst.Rat,Botnet

@ Oracle.Weblogic.Server.wls-wsat.C Code Injection
omponent. Code. Injection

#® Joomla.Core. Session. Remote. Code. E Code Injection
xecution

% NETGEAR.DGN1000.CGI.Unauthenticat Code Injection

ed. Remote. Code. Execution

#® OpenSSL.Heartbleed. Attack
% WebNMS. Framework.Directory. Traver Path Traversal

sal

® Zyxel.Router.nslookup.Command. Inj 0S Command Injection
ection

& TUTOS. CMD. Module. Unauthenticated. 0S Command Injection
Remote. Command. Execution

#® PHPUnit.Eval-stdin.PHP.Remote.Cod Code Injection
e.Execution

#® Arache. Struts. 2, DefaultActionMapp Other

er.Remote. Command. Execution

#® Apache. Commons. Collection. Invoker 0S Command Injection
Transformer. Code. Execution

@ Zivif.PR115-204-P-RS.Web. Cameras. Improper Authentication

Credentials.Disclosure

#® Apache. Struts. 2, REST.Plugin.Remot Code Injection
e.Code. Execution

#® WordPress.Marketplace.wpmp_pp_aja Code Injection
x_call.Remote. Code. Execution

& Wordpress. Login,Brute.Force Anomaly

@ HTTP.Request.URI.Directory.Traver Path Traversal
sal

@ HTTP.URL. SQL. Injection SQL Injection

@ Avtech.Devices.HTTP.Request.Parsi 0S Command Injection
ng.Multiple.Vulnerabilities
@ PHP.Malicious. Shell

% PHP.CGI.Argument.Injection

Malware
Code Injection

Linksys.Routers.Administrative.Co Permission/Priviledge/A

:!ole.Authentication.Bypass ccess Control
#® China.Chopper.lWeb.Shell.Client.Co Anomaly
nnection

& Adobe. XML. Entity.Injection Other

Copyright 2018 HighTechSystem Co., Ltd.

CVE-ID

Information Disclosure

1
CVE-2017-7269 15

CVE-2014-6271, CVE-2 3
014-6277, CVE-2014-6
278, CVE-2014-7169, C
VE-2014-7186, CVE-20
14-7187
CVE-2018-10561, CVE- 15
2018-10562

CVE-2017-5638 14
15

CVE-2018-7600 5
17

CVE-2017-3506, CVE-2 13
017-10271

CVE-2015-8562 7
3
CVE-2014-0160 ®

CVE-2016-6600, CVE-2 1
016-6601

CVE-2017-6884 ®

CVE-2008-0148, CVE-2 4
008-0149

CVE-2017-9841 2
CVE-2013-2251 1

CVE-2015-4852, CVE-2 1
015-6420, CVE-2015-6
555, CVE-2015-6576, C
VE-2016-0788, CVE-20
16-3427, CVE-2016-36
42, CVE-2016-4385, CV
E-2016-8735, CVE-201
6-9498, CVE-2017-564
5, CVE-2017-5792, CVE
-2018-10611

CVE-2017-17106 1

CVE-2016-4438, CVE-2 1
017-12611

CVE-2014-9013 1

CVE-2009-2335 1

CVE-2001-0308, CVE-2 7
017-10974, CVE-2018-
11137

®
15

4
CVE-2012-1823, CVE-2 10
012-2311
5
3

CVE-2009-3960 3

Victim

Source
96

678

1

173
22

126

16
10

85
266

[op}

47

Count
796

754

705

241
210
151
72

35
24

28,118
684

676
300

73
58

56

48
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7SOC Security Analysis Report (Sample )

SMTPOOP2SBU 0 OO 0OO0O0O0OO0O0OO0O0DOOOO0
gooomwprooooooo100000FortiGated O

goboooobooooobooooobooooboono

£ Forticate0 00 OLANO 0000000000000

EF X —JLiBE (SMTP,/0P25B%) #&IAHRZ b (IP) TOP10

Sender
IPv4-2360
IPv4-21269
IPv4-57336
1Pv4-44990
IPv4-40997
1Pv4-52802
IPv4-7270
IPv4-61829
IPv4-46551
1Pv4-28107

EF A —IL@IE (POP3/IMAPE) #ANAKZ k (IP) TOP10

Number of Emails

gobooobooooboooooooooboooooo
gooooooooooooooooooooooo

2,778
2,478
1,208
1,138
464
420
366
339
287
281

=~

POPO IMAPO OO OOOOOOOOOOOOOOOO
ooomwobooooowoooobooooooono
ooboooobooooooOoooOo0obooOoOoooon
ooo00ooo0ooo0ooo0ooooooon

Recipient Number of Emails

e IPv4-60331 367
e IPv4-32657 366
e I1Pv4-54230 363
e IPv4-62501 326
e IPv4-10162 243
e IPv4-4619 | 242
e IPv4-27672 | 231
e [Pv4-55761 | 164
e IPv4-9113 1 156
e IPv4-50341 | 156
Copyright 2018 HighTechSystem Co., Ltd. page 17 of 41



7SOC Security Analysis Report (Sample ) TSOC

FOor4 KyE

[Zero-day Attack (¥OF 41 E)
Witk (Ny FERYN—I 307
ﬁh\ﬁﬁfifﬁ%ﬁb’élﬂlg*ﬂ'c L
MY 2 EERERIFELHY X

’Cﬂi
>3

7FVr—> a3z @%%ﬁ&ﬁotﬂ4”—ﬁ¥@55\%$ﬁtﬂ %
%)ﬂTEL@VK%%% WEEELET, EXa )T ARAEEHETL
. FEICBNABETHY, MOEKDExa 'J?‘*fi‘f%ffb"ﬂi%%)%%%
% 1R 3

-

7°
7—
FortiGateldZ 5 LAt DT/fIﬂZ%lCi@‘L'C\ FortiGuardy—E X ®D1D
%vwvzjéﬁﬂbiiwt\ JUBELRBENSBERDOXY NT—7

[FortiCloud Sandbox] %Fﬁ\,\ f
. BEHODFortiGatell THRANINAZEOTAIHBICDOWVWTONEREHRE

TBIENTRETY, 2Dt
L&,

O G

]
v
P,
3—
pil
v

X BEIEDFortiGatelZ TFortiCloud Sandbox DIEBED FKERE F /- IFEENDIBE, TSOCIC THIITA BN DX E IS 3 > DAWIEEIFRINLVIEEDL D
VEES

goooooooooooooboooooboooobooooboooobooboooooooon
Joooooooooooooooooogn

BREOLAEATARETILYTT

BETO7 79 M EEPRERNICEELIEA

FortiCloud SandboxO OO0 000000000 OOOOOODOO
|£ gobooooboooobobooooooobooOooooooooa

FortiCloud Sandboxfﬁ*ﬁl,f:77'f)lx§i0)]ﬁ*§ oooooooooooooooooodd

10

Count

S
6‘.
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TSOC Security Analysis Report (Sample )ik/_
FortiCloud Sandbox CHRAIL A-EEDABEMENLH D 7 7 1 JLTOP30 (HREIZUE)

File Name
yads-iframe. html

s retargeting. js

bookmark button, js

jquery-1.7.1.min, js

jquery.min, js

editorial-plain_html_text areaclickable.mi
n.js

SOB. js

v32 16.0.11001.20074. cab
async_usersync. html
editorial-ultra variable free image respon
sive.min. js

banner.min, js

jquery-2.1.1.min, js

25378692 7154b6ec5b620523edb48d89051df96e8
2993cd8. cab

iicon.min. js

RestoreXidToMediaStorage. html
thumbnai L. min, js

yads vimps. js
b767e40b59c48c2ec52977502ac10e35b84c006001
97162142dd941b5095cafd. crxd

mask. js

popin discovery5-min, js

jquery. js

import. js

c2.js
c7f2bebbc574328324264b38025ce5cc2d6939f1a9
976ebb9251d40ad83d72¢1. crxd

file bit article bottom ad.html
5f2856968bedbbe7e52569¢cf89caef2d877d04738f
6301aa718aelcel147a4e70. crxd

bi.js

gnavi. js
25854b355718d4792217e2107ea302eced48c3ebsc1

202cded3eeb844e0bffdea. crxd

26ca94ba6d9ed3ef18a65f fb3e8e95654628b8185
94d1c7990f23e19b3a16db. crxd

Copyright 2018 HighTechSystem Co., Ltd.

FortiCloud SandboxO0 0 0 0000000000000 OO0OOOOOOOOOOOO
goooOolooooooooooooooobooooooooboooobooooDo
Joooo0oooooooboooooooooooooooooooooonoogod

MD5
c7acf8b52f5f23dab0786e5731787ef19f4aed93df
de7630t8e48764147eefh3
1f0c68ba09dc8891408f6b92fb17af1b9e77dbd749
4144¢22d907d06171c049
cf3900ce37cabdfd6b803f241b00b753b421d0025F
7194af04bd8716b893ee25
88171413fc76dda23ab32baal7b11e4fff89141¢c63
3ece737852445f1babc1bd
61c6caehd23921741fb5ffe6603116634fca9840c2
bf56ac8201e9264d6daccf
77a07c8ed69df36639%1ef58d970687156c6ca4398
63250131166dc07db83ald
269743a0303826854e3d8e3b695d9d07c9828¢452
6fbc04c5f5f7111205e09e
cbac747a8ab327c0447fd4df57e4283ec8ab5ccat94
3a61003fcce545f0e19c46
687b304d37c3016¢7346476F33b37bbae8765b51e3
d06d88et93732b354361a3
d040e8c7c4946846bebadbc9a3bd3998674186c567
b752adddc709b1e93ch8fc
daba46c4a6al1309fb87102201c9a8cha922dae27c7
¢38bd417dcd98cc47fabce
b2ce8462d173fc92b60798701145443710e423af1b
11525a762008ff2c1a0204
f946aa4fd4636c9f097b0ecal8aldalda22eaeldace3b
54dd33410550643a9c5e4a
49591830e7eb4afdebbcfhf952b9711559d87df092
93217e0e9fb9da4d7d2bf0
b1c9494979497¢2751b2b9933adb75¢ca049dbd1¢9
€e212a9981c630a83061cf1
135e0ebal44cfbdccOlec694c0dd814aae5ada38s2
5352dfcc26cc4db5f4816
9f9bch4f15a1e78e4f46addf5179c3fd5f48123faa
4acd33¢967318a69731902
b767e40b59c48c2ec52977502ac10e35b84c006001
97162f42dd941b5095cafd
2b97ad55511b8459118bc6818091d9a4bc4a8e7137
9d7873132867f14edafbf2
30dc87fb603t59309c04dd7a8t501774ce56626b8d
59db595016e492399d6ab4
24262baaftef17092927c3dafe764aaab2a2a371b83
ed2249cca7e414df99facl
37da3742300c0803545ca6a4b26¢84771268dd65F3
fbc9c65chcd6fd24abf78d
43d2394b49d5¢9665535F295d4ab2e81a9d6b64118
7971218813e6abb735echf
c7f2bebbc574328324264b38025cebcc2d6939f1a9
976ebb9251d40ad83d72e1
6751bb51a88d5f8683986b2¢c1ad5302d26e0d85Fdf
8d8108e0cebced4cadlebl
5f2856968bedbbe7e52569¢c f89caef2d877d04738
6301aa718aelcel147a4e70
d85ef0c21bee5e2b88755a4bdf80bc4af215d1c070
7237c3d1ced047de2b2d40
9e3f39012b1ccee73d530abeae16435b64834f6ect
€2317e90754e1713de77b2
25854b355718d4792217e2107ea302ece48c3eb4cl
202cded3eeb844ebbffdea
26ca9%4ba6d9ed3ef18a65ffb3e8e95e54628h81185
94d1¢7990f23e19b3a16db

Victim
6

6
4

Source
1

1
3
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7SOC Security Analysis Report (Sample ) Tsoc

I 2B R DR

VR A& 1= R g [ d L. HMELTWET, BFHRDRY hT7—=2II/LTE,. BLRBREOHRZEIINY ALY EIh
BEEFMRLT, 19—y MIERINIEFR, SELHRLRBOBREICHIND VWS &%, BEOEEEIL
ERLARThIERYERA, 2OEIYarTEH, BEHEDFortiGatelc THAICRAMINAEEZBICOVWTODER A

RELET, -
[DDDDForthateDDDDDDDDDDDDDDDDDDDDDDDDDDDD

gboooooooooooobOoOoOooboboOoOoOoboOoOobOOoOoOobboOoooboo
goooooooooooon

Mt a )T 1 BRIORMEBHR

[ Malware

300 B Attack

240
180
120

60

OOOOFortiGateD O OOOOODOOODODOODOODDO
Z goboooowrocoooooobobooobooooobooon

HIlRALEEF2) 71 BRE (RREZ MYE) 000000000000000000000000000

gooOcve-IDDOOO0OO0OOOO0DOO0OO0ODOOOOOOO0On

Name Category Host CVE 000000000000000000000000000
MS. IIS. WebDAV. PROPFIND. ScSto Attack 678 CVE-2017-7269 Joo0000

ragePathFromUr L. Buffer, Overf

Low

Avtech.Devices. HTTP. Request. Attack 266
Parsing.Multiple.Vulnerabili

ties

Dasan. GPON. Remote. Code. Execu Attack 173 CVE-2018-10561, CVE-2018-10562
tion

D-Link.DSL-2750B. CLI. 0S.Comm Attack 126

and. Injection

Netcore.Netis.Devices.Hardco Attack 96

ded. Password. Security. Bypass

Linksys.Routers.Administrati Attack 47

ve. Console. Authentication. By

pass

HTTP. URI. SQL. Injection Attack 35

Apache. Struts. 2. Jakarta.Mult Attack 22 CVE-2017-5638
ipart.Parser. Code. Execution

Oracle.WebLogic. Server.wls-w Attack 17 CVE-2017-3506, CVE-2017-10271
sat. Component, Code. Injection

Wordpress. Login.Brute.Force Attack 16 CVE-2009-2335
STUNSHELL. Web. Shell.Remote.C Attack 12

ode. Execution

Joomla. Core. Session.Remote.C Attack 11 CVE-2015-8562

ode. Execution

HTTP. Request.URI.Directory.T Attack 10 CVE-2001-0308, CVE-2017-10974, CVE-2018-11137

raversal
PHP. URI. Code. Injection Attack 10
PHP.Malicious. Shell Attack

NETGEAR. DGN1000. CGI. Unauthen Attack 7

ticated.Remote. Code. Executio

n

PHP. CGI. Argument. Injection Attack 6 CVE-2012-1823, CVE-2012-2311
Zyxel.Router. nslookup. Comman Attack 5  CVE-2017-6884

d.Injection

Drupal.Core.Form.Rendering.C Attack 5 CVE-2018-7600
omponent. Remote, Code. Executi
on
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7SOC Security Analysis Report (Sample )

TSOC

Name
OpenSSL. Heartb leed. Attack

SSLv2, Openssl. Get. Shared.Cip
hers.Overflow. Attempt

TUTOS. CMD, Modu le. Unauthentic
ated. Remote. Command. Executio
n

VACRON. CCTV. Board. CGI. cmd. Pa
rameter. Command. Execution
Malicious. Shellcode.Detectio
n

China. Chopper.Web. Shell.Clie
nt.Connection

Muieblackcat. Scanner
PHPUnit.Eval-stdin, PHP. Remot
e.Code. Execution
Multiple.CCTV,DVR, Vendors. Re
mote. Code. Execution
Narcissus. Image. Configuratio
n.Remote. Command. Execution
Nmap. Script. Scanner
DatalLife.Engine.Catlist.Para
meter. PHP, Code. Injection
HTTP. Header. SQL. Injection
TCP.Window. Size. Zero. DoS
Ubiquiti.Networks.Air0S. admi
n.cgi.Remote. Command. Executi
on

W32/GenKryptik. CMCA!tr
Honeywel L. IPCam. Information
Disclosure

WebNMS. Framework.Directory. T
raversal

JAWS. DVR. CCTV, She L L. Unauthen
ticated. Command. Execution
WordPress. WP. Mobi le.Detector
.Arbitrary.File.Upload
Log1.CMS. WriteInfo.PHP. Code.
Injection

ZmEu. Vulnerabi Llity. Scanner
abd7af8ce2ae317d2fe637d0acab
d971315¢b7b
92872b11bd9831783d4f5daa8204
c05b6edff528

ANS.Directory. Traversal
AUTH. TLS.Plaintext. Command. I
njection

Adobe. XML. Entity. Injection
Apache. Commons. Collection. In
vokerTransformer. Code. Execut
ion

Apache. Struts. 2. DefaultActio
nMapper. Remote. Command. Execu
tion

Apache. Struts. 2. REST.Plugin.
Remote. Code. Execution
Apache. Tomcat. Arbitrary. JSP
file.Upload
Bash.Function.Definitions.Re
mote. Code. Execution
D-Link.Devices. Unauthenticat
ed. Remote. Command. Execution
EICAR TEST FILE

EMC. AlphaStor.Library. Manage
r.Arbitrary. Command. Executio
n

Easy.Hosting. Control.Panel.F
TP. Account. Security. Bypass
Ektron. XSLT. Transform. Remote
. Code. Execution
FTP.Login.Brute.Force

FTP. USER. Command. Overf Low

Generic. JavaScript.Cryptocur
rency.Mining. Script
GhOst.Rat.Botnet

Copyright 2018 HighTechSystem Co

Category Host CVE

Attack

Attack

Attack

Attack
Attack
Attack

Attack
Attack

Attack
Attack

Attack
Attack

Attack
Attack
Attack

Malware
Attack
Attack
Attack
Attack
Attack

Attack
Malware

Malware

Attack
Attack

Attack
Attack

Attack

Attack
Attack
Attack
Attack
Malware
Attack
Attack
Attack

Attack
Attack

Attack

Attack

, Ltd.

5
4

4

CVE-2014-0160
CVE-2006-3738

CVE-2008-0148, CVE-2008-0149

CVE-2017-9841

CVE-2013-1412

CVE-2009-1926

CVE-2016-6600, CVE-2016-6601

CVE-2011-4825

CVE-2002-0307
CVE-2011-1575

CVE-2009-3960

CVE-2015-4852, CVE-2015-6420, CVE-2015-6555, CVE-2015-6576, CVE-2016-0788, CVE-2016-3
427, CVE-2016-3642, CVE-2016-4385, CVE-2016-8735, CVE-2016-9498, CVE-2017-5645, CVE-20

17-5792, CVE-2018-10611
CVE-2013-2251

CVE-2016-4438, CVE-2017-12611

CVE-2017-12615, CVE-2017-12617

CVE-2014-6271, CVE-2014-6277, CVE-2014-6278, CVE-2014-7169, CVE-2014-7186, CVE-2014-7

187

CVE-2008-2157, CVE-2013-0928, CVE-2013-0929

CVE-2012-5357

CVE-1999-0256, CVE-2000-0479, CVE-2002-0126, CVE-2005-3683, CVE-2006-2212, CVE-2013-5

680
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7SOC Security Analysis Report (Sample )

TSOC

Name

MS. IE.FTP.Client.Folder. Trav
ersal

Malware

Masscan, Scanner

Openss L. AES. CBC. Padding. Orac
le. Information.Disclosure
PHP. Charts. PHP, Code. Executio
n

PHP. Charts. Type. Parameter. Pa
rsing. Code. Execution
PhpMoAdmin, moadmin, php. Unaut
hgnticated.Remote.Code.Execu
tion

Riskware/Babylon

TLS. ROBOT. Attack

W32/Kryptik.GLKH! tr

Web. Server. Password. Fi les. Ac
cess
WordPress. Down load. Manager. w
pdmfuploadficons.Code.Execut
ion

WordPress. Marketplace. wpmp p
pigjaxicall.Remote.Code.Exec
ution
WordPress.RevSlider.Arbitrar
y.File.Upload
WordPress, WP, Symposium. Arbit
rary.File.Upload
XAttacker. Tool. WebApp.Plugin
s.Arbitrary.File.Upload
XM/Agent.FO1B!tr.dldr
Zivif.PR115-204-P-RS. Web. Cam
eras. Credentials.Disclosure
91218a24505b1772993479506472
55¢777196595

Category Host CVE

Attack 1

Malware 1
Attack 1

Attack 1
Attack 1
Attack 1
Attack 1
Malware 1
Attack 1

Malware 1
Attack 1

Attack 1

Attack 1

Attack 1
Attack 1
Attack 1

Malware 1
Attack 1

Malware 1

Copyright 2018 HighTechSystem Co., Ltd.

CVE-2004-1376

CVE-2016-2107

CVE-2015-2208

CVE-2012-5081, CVE-2016-6883, CVE-2017-6168, CVE-2017-12373, CVE-2017-13098, CVE-2017

-13099, CVE-2017-17382, CVE-2017-17427, CVE-2017-17428

CVE-2014-9013

CVE-2014-10021

CVE-2017-17106
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TSOC Security Analysis Report (Sample) TSOC
NST 4y OO0

ZOtUYavTIR, BEFROXY NT—JFBRRICOVWTAMLABREREL T T, BEOFEZFICEST, xRy hT7—JDFA
KRELEBLTEL Z&IE, BYAERETD LTUREFRTRTY, AE. D50, VS -3y MERNTDH, EDHVWDT—
IANEZREIN, ENAVELI—HYDREENS, EDLIRBEEZELTVWINZHBLTECIET, VLTI TREFICLYER
ERBDIBENIHKELLBEIC. EEEZRDIPTAQAYET, Tk BUHAERRRH TLWAVWEBENTOATLWARVLWI AR L. B
BN ETZIETRERY NV —JILBIF2EBI) RV EBTIES I ENARETT,

0000000000DO0O0000O0000000000nF FortiGated d
gooboobooooooobobooboboobooooboooboboobo
NS 74 v O BROBE (DR —FL)  [Dooo00c
OTotal Sessions---000000000O00OO0O
Summary Statistics |0 Total Bytes Transferred---0 000000000
Total Sessions 18, 499, 543 |0 Most Active Date By Sessions---0 0000000000000 O0OO
Total Bytes Transferred 4,225.01GB|0 Total Users---0 000 IPODOOOOOO0O
Most Active Date By Sessions 2018-11-08|C Total Applications---0 0000000000000 0O0O00O0OO
Total Users 286, 956 O Total Destinations---O000000IPOOOOOOO0O
Total Applications 66, 943 O Average Sessions Per Day---10 000000000 O0ODOOOO
Towal Destima:ions 8, 609 [J Average Bytes Per Day--- 10000000000 O0OO0
Average Sessions Per Day 203, 292
Average Bytes Per Day 46. 43GB

FortiGateD 000000000000 IIPOOOO0O000000000

_ 0000000000000 000000000000000000
= XY LR A vl — /N

274 v 0RKADHER (EZEBIPHME) <— |1nooooonooooooooooooooooooooooon

0000000000000 IPD00000000000000000

0000000000

2
12 K| g
oD
10 Kf-o .
8 K| & h A P SRR S SRR == S
< : : : i i i
| PR  — R R P e e
4K e e | e | |
Y e e e e
0 : : | : | | |
& ® o 0 o Q > N ) NG N &> o
‘b’@, ‘b’@/ ‘b’% ‘ ‘b’@ﬂ, ‘b/@/ ‘b’\%/ & ¥ ‘b'\%:L & %/q’ ‘b'\\, ‘b’\\/ ‘b’\ ‘ ‘b’\\/q,
N \S \N \S \ \ \ \ \S \N \S N \S
® o ® R ® o ® ® ® ® o ® o

goooooooboboobobobobobobobooboooooo
goooooooboboobobobobobobobooboooooo
Joo0ooooooooooonoogooogoog

4&7—"”__-F0rti6atem goooooo0o0ooooooooogoooooooogg
=
=)

S 7 4y 7IRROHER (ERE

250 GB
200 GB ‘
150 GB | o Ll
100 GB : :
50 GB  LEECCEEEE EEPERRPREE Poeeannd

n ' ' |
v

Sent

50 GB
100 GB
150 GB
200 GB
250 GB

Received

Copyright 2018 HighTechSystem Co., Ltd. page 23 of 41



7SOC Security Analysis Report (Sample ) Tsoc

ty s a vBO#B L

oobooooboOoooooooOoOoOooO0oOoOooOoOoOooOO00bOOO00bOO0O0OO00O0O000O00000
ooo0ooo00ooo00ooo0ooo0ooooooo0oooo0oooooooo

500 K

ssions

400 K

300 K

mber of Se

Num|

200 K

100 K

]
DN o)

BIETAIE Y & 3 VETOP10

User (or IP)
IPv6-1431

IPv6-58785
IPv6-24131
IPv4-16886
IPv4-35152
1Pv4-29477
IPv4-59745
IPv4-35380
Usr-46838
£y IPv4-27124

77)r—2ay (FOkal) Bty a vET0P10 COn0LOLOOO0L0CO0ODO0DD000D

Application
netbios forward
udp/5355
udp/1900
udp/19540
DHCP/DHCP Relay

Lo0oonoog_|
udp/17500
TELNET

DNS

udp/62976

] &
D) D)

[DDDDDDDDDDDDDDDDDDIPDDDDlODDDDDDDDDDDD
go0oooonooooooooobooooooooooooooooogd

1,929, 558
1,738,916
912,493
680, 949
661, 440
590, 143
517,503
516, 362
484,706
471,815

ooooboboboO0oooo0oooOo0ooOoO0ooO000on
Lﬁr__-D obooooooooooooooooooooon

(%]
[+
w
(7]
o
>
7]

Sessions

4,721,909

2,774,077

1,994, 331

1,107, 674
619, 379
562, 224
342,539
327, 851
321,708
289, 840

oo

ERBEETOPI0 S | |

pooboooooobploboboobOobbOoobobOoobOoobOooOoDboOODbOODbOODOOBbDBOD
gooooooooooooooooon

Country

Japan

United States
Ukraine

China

Sweden

Nether lands
Egypt

Hong Kong
Brazil
Russian Federation

Copyright 2018 HighTechSystem Co.,

Bandwidth
4,01 TB

7.74 MB

387.04 KB
292.18 KB
195.43 KB
156.95 KB
72.09 KB
62.31 KB
47.13 KB
40.53 KB
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7SOC Security Analysis Report (Sample ) TSDC

ka__-[][]m gobooooooooooooooooboooono
goboooboooooooooooooooooooo

TV r—=avilBEERVEY Y a v GBIEEIR) D00000000
Application Action Bandwidth Session Count
0oooo Allowed 4,01 TB 562, 153

HTTPS Al Llowed 55.43 GB 202,734
HTTP Al lowed 33.99 GB 69, 904
PING Al Llowed 10.47 GB 31,216

4 Proxy.HTTP Blocked 3.52 GB 67

#  HTTP. BROWSER Al lowed 2.07 GB 1,093
HTTPS. BROWSER Allowed 2.03 GB 28,094
udp/56348 Al lowed 1.79 GB 2
udp/8801 Allowed 1.77 GB 48

B MS.Windows. Update Allowed 1.55 GB 1,716

r} Microsoft.O0ffice.Update Allowed 803.43 MB 68

g Microsoft.SharePoint Allowed 674. 05 MB 72

5 Google.Services Allowed 489.76 MB 21, 360
udp/443 Al lowed 437.54 MB 28,916

< Zoom Al lowed 368.32 MB 194

@ Ubuntu.Update Allowed 363.27 MB 136
tcp/60022 Allowed 316.90 MB 249

4 Proxy.HTTP Al Llowed 298.47 MB 712

M~ Gmail Al lowed 288.03 MB 981
udp/62188 Al lowed 243.74 MB 2
udp/57858 Al lowed 188.31 MB 2

& HTTP, BROWSER IE Al lowed 151.45 MB 2,033
HTTP Al Llowed 147.53 MB 1,831
udp/62665 Al lowed 129.49 MB 2

B Microsoft.Portal Allowed 110.38 MB 1,762
udp/52190 Al lowed 109.06 MB 2

® Google.Accounts Allowed 86.70 MB 10,470
tcp/43 Al lowed 79.08 MB 27,674

4 HTTP.Download. Accelerator Allowed 78.24 MB 10

p- Google.Play Allowed 59, 04 MB 8,390

4 HTTP. Segmented. Down load Allowed 53.37 MB 16

@ HTTP.BROWSER Chrome Al lowed 47.39 MB 1,699

B VYahoo.Services Allowed 45,09 MB 1,284
udp/64659 Al lowed 40.85 MB 2
Amazon. CloudFront Allowed 40.25 MB 174
tcp/43 Al lowed 38.01 MB 10, 907

© Google.Ads Allowed 38.00 MB 1,804

B° Microsoft.Authentication Allowed 37.02 MB 2,878

4 Ping Allowed 36.61 MB 272

r} Microsoft.0ffice.Online Allowed 33.70 MB 959
SMTP Allowed 32.97 MB 2,640
udp/51819 Al Lowed 26.74 MB 2
DNS Al lowed 25.34 MB 159, 802

A SSL TLSv1.2 Al lowed 24,20 MB 1,021

a Amazon.Services Allowed 23.73 MB 275
tcp/8100 Allowed 23.48 MB 286
Slack Allowed 20.40 MB 84

B Microsoft.CDN Allowed 17.56 MB 122
Amazon, AWS Allowed 13.78 MB 295

@ Fortiguard. Search Allowed 13.00 MB 32,187
udp/8888 Al lowed 10.42 MB 3,350

@ HTTP.BROWSER _Chrome Blocked 10. 33 MB 294

1 Microsoft.0ffice.365.Portal Allowed 9.96 MB 272
HTTPS Al lowed 9.74 MB 629
tcp/53458 Al lowed 9.58 MB 1
tcp/59639 Allowed 9.35 MB 1
tcp/55249 Al lowed 9.30 MB 1

[Fi Facebook Al lowed 8.77 MB 583
tcp/8801 Al lowed 8.32 MB 18
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7SOC Security Analysis Report (Sample ) TSDC

Application Action Bandwidth Session Count
SNMP Al lowed 8.18 MB 3,800

¢ Github Al Llowed 7.44 MB 537

& Skype.Portals Al lowed 7.17 MB 541
SSH Al Llowed 6.60 MB 84
udp/57253 Al lowed 6.08 MB 1

w Twitter Allowed 6.04 MB 593

.+ Slideshare Allowed 5.63 MB 69

@ TrendMicro. WFBS Al Llowed 5.32 MB 92
tcp/8013 Al lowed 5.26 MB 106, 008

A DNS Al lowed 4,72 MB 23,781

B MS.Windows. Update Blocked 4,66 MB 21

@ HTTP.BROWSER Firefox Al lowed 4,43 MB 447

B- Microsoft.Out look Al lowed 4,28 MB 571

@ Dell.Service Allowed 3.58 MB 72

2 Dropbox Allowed 3.48 MB 508
tcp/10083 Al lowed 3.46 MB 122
tcp/8013 Al lowed 3.20 MB 64, 446

& Salesforce Allowed 3.12 MB 507
tcp/4440 Al lowed 2.96 MB 16

A HTTP.BROWSER Blocked 2.76 MB 6

& HTTP.BROWSER_IE Blocked 2.64 MB 183
tcp/12080 Al lowed 2.53 MB 18, 031

A SMTPS Al lowed 2.50 MB 247

o YouTube Allowed 2.29 MB 40

L4 Google.Analytics Al lowed 2.18 MB 164

& Google.Drive Allowed 2.11 MB 38
tcp/5228 Al lowed 2.04 MB 243

5] Blogger Allowed 1.96 MB 68
Amazon. AWS_Console Allowed 1.83 MB 73

3 Slack_Message Allowed 1.87 MB 39

a Amazon.Ads Allowed 1.77 MB 220

B Microsoft.Portal Blocked 1.60 MB 68

= Root.Certificate.URL Allowed 1.46 MB 541

5 Google.Push. Notification Allowed 1.36 MB 117

4 0CSP Al Llowed 1.14 MB 436

1 Microsoft.0ffice. 365 Allowed 1.14 MB 27
tcp/2222 Allowed 909. 93 KB 6,163
SNMP_GetRequest Allowed 873.15 KB 61
NTP Al lowed 830.33 KB 2,316

B: Google.Translate Allowed 702.85 KB 59

A SSL Al lowed 630.76 KB 1,577

p——— T = S D00D00000000000000010000000000
77N =>aYRBERETPI0 GEREREF)4— 1 00000000000000000000000

Application Bandwidth Sent  Received

0oooo 4.01 TB
HTTPS 55.44 GB
HTTP 34,14 GB
PING 10. 47 GB
Proxy. HTTP 3.81 GB
HTTP. BROWSER 2.28 GB
HTTPS. BROWSER 2.03 GB
udp/56348 1.79 GB
udp/8801 1.77 GB
MS. Windows. Update 1.55 GB
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TSOC

SaaST7 I Hr— 3 VRIBEBTOPI0 €

O000SsaSOOO00D0OO0OO00DOOOO0DOOOO0DOOOO0ODOOOOO1I000000
O000SaSO0 0000000000000 0000000000

Application Category

@ Microsoft.SharePoint Collaboration

< Zoom Collaboration

1 Gmail X—=)b

- Amazon. CloudFront Cloud. IT

] Microsoft.0ffice.Online Collaboration

a Amazon. Services General. Interest

% Slack Collaboration
Amazon. AWS Cloud. IT

© Fortiguard.Search Cloud. IT

i Facebook Social.Media

Copyright 2018 HighTechSystem Co., Ltd.

Bytes Sent Received Sessions

674.05
348. 05
230.80
40.29
33.56
23.60
20.40
13.78
13.00
8.99

MB
MB
MB
MB
MB
MB
MB
MB
MB
MB

Blocked Allowed

72

171
887
175
945
270

84

295
32,186
764
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BIETTHI@{EETOPS

goooooooooboooobomwdoosggooooooooobooooobooooooooboooDogo
gooooooooooboooooooooboooboooooboOoooooooOobOo0booDOOooooOooooooobo
gooooooooonooooooooobooooooooogoooooon

1st Highest Bandwidth User: IPv4-43345 Usage
@ Traffic Summary
Total Number of Sessions 98, 715
Total Number of Bytes 3.9 TB
635.1 GB in 3.2 TB out

Top 10 Destinations
Destination Bandwidth Application

IPv4-39732 3.9 TB ' gooo o

& Application Summary

Top 5 Application Bandwidth

Copyright 2018 HighTechSystem Co., Ltd.

: 3.9 TB IP: IPv4-43345 Device: N/A

Top 5 Application Sessions

SYSLOG (76 )
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2nd Highest Bandwidth User: IPv4-48893 Usage: 147.6 GB IP: IPv4-48893 Device: N/A
@ Traffic Summary
Total Number of Sessions 447,760
Total Number of Bytes 147.6 GB
65.0 GB in  82.6 GB out

Top 10 Destinations

Destination Bandwidth Application

IPv4-39732 147.6 GB ' 0OOO

& Application Summary

Top 5 Application Bandwidth Top 5 Application Sessions
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TSOC

3rd Highest Bandwidth User: IPv4-52513 Usage: 36.3 GB IP: IPv4-52513 Device: ubuntu
@ Traffic Summary

Total Number
Total Number

Destination
IPv4-3172
IPv4-7227
IPv4-7227
IPv4-7870
IPv4-36448
IPv4-45369
IPv4-57475
IPv4-37274
IPv4-23433
IPv4-26163

of Sessions 30, 277
of Bytes 36.3 GB
35.6 GB in 735.9 MB out

Top 10 Destinations

Bandwidth Application
34.8 GB HTTPS
1.1 GB HTTP

136.1 MB @) Ubuntu.Update
107.5 MB HTTP
47.2 MB HTTPS
37.0 MB@ Ubuntu. Update
34.9 MB HTTP
21.5 MB HTTP
10.3 MB HTTP
9.2 MB HTTPS

& Application Summary

Top 5 Application Bandwidth

HTTPS (34.85 GB)

HTTP (1.32 GB)

Ubuntu, Update (180.02 MB)
HTTPS. BROWSER (2.48 MB)
NTP (46.91 KB)

Copyright 2018 HighTechSystem Co., Ltd.

Top 5 Application Sessions

HTTPS (29,353 )
HTTP (477 )

NTP (314 )

Ubuntu, Update (71 )
DNS (46 )
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TSOC

4th Highest Bandwidth User: IPv4-23291 Usage:

@ Traffic Summary
Total Number of Sessions 136, 786
Total Number of Bytes 22.7 GB
20.8 GB in 1.9 GB out

Top 10 Destinations

Destination Bandwidth Application
IPv4-7170 3.4 GB HTTP
IPv4-27784 3.0 GB HTTPS
IPv4-44357 2.8 GB HTTP
IPv4-13683 2.6 GB HTTP
IPv4-17195 1.6 B~ " 000D
IPv4-50095 1.4 GB HTTP
IPv4-64832 771.1 MB HTTPS
IPv4-37365 564.9 MB HTTPS
IPv4-7170 547.6 MBEH MS.Windows. Updat
IPv4-49285 422.2 MB HTTPS

& Application Summary
Top 5 Application Bandwidth

HTTP (11.43 GB)
HTTPS (8.59 GB)

udp/443 (339.16 MB)

Copyright 2018 HighTechSystem Co., Ltd.

22.7 GB IP: IPv4-23291 Device: tsocvmmng001

Top 5 Application Sessions

HTTPS (36,604 )

udp/443 (23,237 )

DNS (21,336 )

netbios forward (16,506 )
udp/137 (10,345 )
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TSOC

5th Highest Bandwidth User: IPv4-40315 Usage: 22.5 GB IP: IPv4-40315 Device: DESKTOP-

RNDL40OV

@ Traffic Summary
Total Number of Sessions 92,174
Total Number of Bytes 22.5 GB

Destination
IPv4-18056
IPv4-22331
IPv4-26541
IPv4-7170
IPv4-11752
IPv4-13847
IPv4-38804
IPv4-44620
IPv4-7170
IPv4-59080

20.8 GB in 1.7 GB out

Top 10 Destinations
Bandwidth
4.6 GB
3.9 GB
3.8 GB
1.8 GB
1.8 GB
1.7 GB
375.9 MB g8
356.7 MB
348.2 MB g8
316.9 MB

& Application Summary

Top 5 Application Bandwidth

HTTP (12.60 GB)
HTTPS (6.83 GB)

Copyright 2018 HighTechSystem Co., Ltd.

Application
HTTPS

HTTP

HTTP

HTTP

udp/8801

HTTP

MS. Windows. Updat
HTTPS

MS. Windows. Updat
tcp/60022

udp/8801 (1.77 GB)
MS.Wind....Update (785.62 MB)
tcp/60022 (316.25 MB)

Top 5 Application Sessions

HTTPS (29,021 )
Endpoint...stration (21,958 )
DNS (20,202 )

HTTP (4,720 )

netbios forward (3,730 )
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Vs

¥

go0o00o0oooO0oooo0ooooOooboobo0bb000ooooon

goo0o0oooOoooooooo0oooboo0ooDboooooooon
goooo0ooooooooooooooogon

7T r—2 3 VRBREETOP10 CRETTEEMEHY)

Application

HTTPS

HTTP

PING

Proxy. HTTP

HTTP. BROWSER

HTTPS. BROWSER

Copyright 2018 HighTechSystem Co., Ltd.

User (or IP)
1Pv4-43345
1Pv4-48893
IPv4-23291
IPv4-40315
IPv4-37744
IPv4-27124
IPv4-2264
IPv4-14414
IPv4-44525
IPv4-34600
Others
Subtotal
IPv4-52513
IPv4-23291
IPv4-40315
IPv4-22658
1Pv4-2360
IPv4-27124
IPv4-26659
IPv4-2264
IPv4-14414
IPv4-44525
Others
Subtotal
IPv4-40315
IPv4-23291
IPv4-27124
IPv4-14414
IPv4-26659
IPv4-52513
IPv4-22658
IPv4-2264
Usr-10678
IPv4-44525
Others
Subtotal
IPv4-26659
IPv4-27124
IPv4-39499
IPv4-40641
IPv4-50979
IPv4-16886
IPv4-40315
IPv4-22658
IPv4-2360
IPv4-63804
Others
Subtotal
IPv4-3857
Usr-46838
Usr-10678
IPv4-64340
IPv4-15587
IPv4-27124
Subtotal
Usr-10678
Usr-6403
Usr-31145
IPv4-15587
Usr-46838
IPv4-3189
IPv4-23291
IPv4-14414
IPv4-27124
IPv4-40315
Others
Subtotal
IPv4-64340

Bandwidth
3.86 TB
147.60 GB
1.59 GB
100. 09 MB
90.23 MB
13.74 MB
8.00 MB
3.60 MB
804.80 KB
4,77 KB
225.11 KB
4,01 TB
34,85 GB
8.59 GB
6.83 GB
1.74 GB
1.30 GB
1.19 GB
561.85 MB
207.24 MB
117.90 MB
62,14 MB
17.33 MB
55.44 GB
12,60 GB
11.43 GB
3.59 GB
1.85 GB
1.69 GB
1.32 GB
1.20 GB
267.68 MB
129.13 MB
79.98 MB
1.38 MB
34,14 GB
8.98 GB
1.48 GB
7.35 MB
3.82 MB
227.96 KB
74.18 KB
4,23 KB
2.98 KB
1.80 KB
1.31 KB
6.34 KB
10.47 GB
3.52 GB
280.53 MB
13.72 MB
1.55 MB
883. 05 KB
832.39 KB
3.81 GB
829. 66 MB
313.89 MB
293.12 MB
231.74 MB
214,35 MB
122.26 MB
60.36 MB
51.84 MB
3.62 MB
128. 08 KB
194,54 KB
2.07 GB
633.30 MB

% INET
96. 36%
3.59%
04%
00%
00%
00%
00%
00%
00%
00%
. 00%
97.19%
62. 85%
15.50%
12.32%
3. 14%
34%
15%
99%
37%
21%
1%
.03%
.31%
36.91%
33.48%
10.51%
5. 42%
4, 94%
86Y%
51%
77%
37%
23%
00%
81%
5.72%
4.17%
07%
04%
00%
00%
00%
00%
00%
00%
00%
. 25%
92.38%
7.18%
0. 35%
0. 04%
0.02%
0.02%
0.09%
39.11%
14.80%
13.82%
10.93%
10.11%
5. 76%
2.85%
2.44%
0.17%
0.01%
0.01%
0. 05%
30. 50%

[SEESISS IS IS IS IS S NS

—_ o000 NN

[SISIS IS IS IS IS IS IS IS B el SIS IS IS RS R GV OV ]
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Application

udp/56348

udp/8801

MS. Windows. Update

Others
Total

Copyright 2018 HighTechSystem Co., Ltd.

User (or IP)
Usr-10678
Usr-46838
IPv4-27124
IPv4-2360
Usr-6403
IPv4-14414
IPv4-3189
IPv4-40315
IPv4-15587
Others
Subtotal
IPv4-27124
Subtotal
1Pv4-40315
IPv4-27124
Subtotal
IPv4-40315
1Pv4-23291
IPv4-26659
Usr-46838
Usr-10678
IPv4-14414
IPv4-27124
Usr-31145
IPv4-15587
1Pv4-23762
Others
Subtotal

Bandwidth
609.40 MB
321.91 MB
169.53 MB
122.37 MB
59,56 MB
43,25 MB
34,36 MB
28.69 MB
12.91 MB
41,37 MB
2.03 GB
1.79 GB
1.79 GB
1.77 GB
2.52 MB
1.77 GB
785.62 MB
650. 85 MB
77.01 MB
67.32 MB
6.65 MB
1.15 MB
1.14 MB
1.11 MB
164.96 KB
26.02 KB
50.47 KB
1.55 GB
5.69 GB
4,13 TB
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DT T ERADH

DT aVTIE, BEHRRY N TI—IDLDV T TP EAIIDVWTHMLAERRERELEY, SHF. v TT7Y
EALEBLERDMERVEDICR>THY, PEOEBHERILERY NTV—ID50V T TPV EANBIREDHNE D
NEBBTEINENHY ET, ERICEBEGEARYIIT77ERIE, EBOETCLEEOEEMHETICEAYXTOT, tF

DEBRERFEEMOHRERN LD, BYRVITT IV ERAEEEZTOLEN’HY ET,

X BERDFortiGatelZ ThebZ 1 )L 8 DIEBED KERTE F /e IZERNDIFE TSOCIZ THMHITRA BN EDEE L 2 3 > DAWRRIFZ R IHEVWEEDHY &

R

I T RXA VEHRIELTOP20

Z—DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

gboooooooooooobooobzocoooOoOoOooboOoOoDOoOoOooOoboOooooooon

gooooooooon

Domain Category Visits
pagead?. googlesyndication. com NS 51
platform. twitter.com VAR JIEE- SR Ny EE Y 20
yj-a.p.adnxs. com NS 19
jp.at.atwola. com NS 18
www. goog Leadservices. com N 17
WWw. jra.go. jp T 17
stats. g.doubleclick. net NS 16
ib. adnxs. com = 14
plus. google. com V=%l Xy NO—F2 T 13
connect. facebook. net VARDZE JIEE- SR Ny EE 2/ 10
nagomi-cafe, com IVITAVAV D 10
banner. advertising. com s 9
graph, facebook. com V=%l Xy NO—F2 T 8
cm. g.doubleclick. net NS 8
contextual.media. net NS 7
securepubads. g. doubleclick. net NS 6
widgets. outbrain, com L& 5
js.gsspcln. jp = 5
cdn. adaptv. advertising. com L& 5
www, samuraiclick.com =L 5

7']‘70—51’147‘-:'717#’( F&Z);‘jjj—_:l“u'rongbﬂDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD

WebOOOOOOOOOOOOOODOOOOODODD2CDDODDO

0o0o0o00o0o000o0oooooooooooonogooooon

Website Category Requests

pagead?. googlesyndication. com =5 51
platform. twitter.com VA S S N R 2 20
yj-a. p. adnxs. com L& 19
jp.at.atwola. com N 18
www. jra.go. jp ¥voTI 17
www, goog Leadservices. com N 17
stats. g.doubleclick. net =S 16
ib. adnxs. com N 14
plus. google. com VA S SV NYESE 27 13
nagomi-cafe. com IVHITAVAY B 10
connect. facebook. net VA S SN EE 27 10
banner. advertising. com NS 9
graph. facebook. com VA2 S SNBSS 27 8
cm. g.doubleclick. net N 8
contextual.media. net N 7
securepubads. g. doubleclick. net NS 6
adserver. cxad. cxense, com =5 5
cdn. adaptv. advertising. com NS 5
www, samuraiclick.com 5 — LA 5
widgets. outbhrain, com =5 5

Copyright 2018 HighTechSystem Co., Ltd.
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VPN 0 T

IDEIYaVTR BEERDRY T—2ICB1FBPNOFBRRICOVTORHERERELT T, BEXY hT—
ZIC 9 BVPNEHT 255 L CWBI5H, BROEEEIIWPNERZZO/CI—FOHALNFAL TVWEP, BB 7cRE
DHFFLTVEHAE, HAREEZERT 2RENHYET, BEILAVPNERE, CEXOERBAVIZIEEL
<BmHEY., T, VPNEFEOAT A VRKBAREICRAINTWEHERE R}, FERVPNERZAAL SN TWS AN
BHYFTDT, FBNBETT,

X BEKDFortiGatelZ TYPNDIEEED FKRE & 7= 12 AR DIZE. TSOCIC THWMHITRA RV EDEE DS 3 2 DO RIRFINEVBEEDHYET,

VeNOOOoooooobooooooooooooooobooovooobooooooooo
oooooooooood

VPNBISDEFAEHRE <

360 MB SSL

300 MB IPSEC
240 MB
180 MB
120 MB
60 MB

VeNOOOOoooooooooleooooooooooooooooooobooo

VPNA ¥ A/ VRShal—H%— €<——|0000000000000000000

Total Duration

a—1 Type First Used Total Number of Connections Connected (HH:MM: SS)
Y Usr-34750 ssl-tunnel 2018-10-03 10:53:12 81

159:15:36
£y Usr-34750 ssl-web 2018-10-03 13:53:48 1 00:15:35

VPNDO“,r y%ﬂ&l_ﬁj-_ < VNOOOOooooooboooopowooooooooooooooooooo
0o0ooo0o0noooooooooooonoooooogoooog

a—1F Type Total Number of Failed Attempts
£y Usr-34750 ssl-web 26

*%ﬁE#FEﬁmESSL DY * U S Ol_ﬁ'ﬁ%$ﬁ&0ﬁ{§%1’0p1 0 eSSL—VPND ooboooooooooooooowooono

govNOOOooooooooooooooooooo

User IP $?;2%ﬁ;i;;:ss) Bandwidth Sent  Received
Usr-34750 T [j """""" 1102:58:07 1.01 GB
Usr-34750 : 0 119:05:12 147.07 MB
1 D 1
Usr-34750 : IPO 000 107:41:49 98.33 MB
Usr-34750 : 103:40:21 41.56 MB
Usr-34750 : '07:32:15 1.33 M8
Usr-34750 ; 100:40:12 17.82 KB
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S AT LA NV NIR

Loty aY TR, BEEOFortiGateliIRI NAREY T LA A2 MIOWTDRHTHRERERE L & touﬂm
FF'O)ForthateO)ﬁﬁ ‘EmEDE, AVI—Xy MEROREMET LAY, UTMERENESICRRATE AN >/Y T 50

BEMAHY FT, CDED, PEOEBEEIBHORY M7 —JFBAKRICH LT, FortiGaten'—B #E’\Jf" BRI
Bfé?f:d)?ﬁ\ ENELHEBHICHEITE L TWHRELODZIBIET Z2HENH Y, a.? LEBHRE S AT LA NV K
@ﬁ*ﬁ%ﬁ%b\%’%é;t#’@%i? fRI, [EEBICFortiCate DMAEATRE L CW 2B A . cw'riﬁ'é DEWETEAND
LEEZRATESBELIHY FT, T/, e L,L%O)E'C%ForthatekE BE LT NN, BB L7 WFort iGaten
DOTA I OREEER SN CORNAEE S, & AT LA XY b OBRN SITENTETT

FortiGatel CPUO OO 0000000000000 0000000000000
. SR s = wrmy,—00000000000000000000000Forticated] 0000000
FortiGateDCPUEFARIRE (BrE™3l) 00000000000000000000000

T

T ———Hi .S G E AL

B [ - - -~ o eoeeoooooooo-

Q| -

0%

|
P HF P PHFPPLHPFPFL PSP HS PSSP S
N N I N S N 2 N N N A N N L N N . DU LA

% |
% |
% |
% |
% |
% |
% |
%

%

%

% |
% |
% |
% |
% |
% |
% _|
% |
%
% _|
% _|
% |
%

FortiGateD 0 0000000000000 O0O0O0OO0OOOOOOOOO

FortiGated X £ ) FAKRKEET (BFR%5)) <——000000000000000000000000000 FortiGate( [
00000000000000000000000000000

L H B B

[
&
3
80%| &
«
=
3
B [ - - -~ o eoeeoooooooooo-
40%| -

205

0%
S O &

%
%
%
%
%
%
%
%

S 0 U N L S 0 S . S S O . M SR R S S
N T N N N N N N N I SN A D LA 2

FortiCateD 0 0000000000000 O0O0O0OOOFortiGated 10000
i 1) v) — e =h—y ‘é 0000000000000 0O0ODOOFortiGateD0D0OOOODODOODDODODO
Forthated))/ Xﬁﬁﬁﬁ/ﬁ (Eiﬁ) goooooooooooooog

Device Name CPU  Memory Disk Logs Per Second Sessions Bandwidth Rate (kbps)

: O | 33%  42% 0% 1,055 12, 996 198, 947
'FortiGateD OO O | 96%  41% 0% 1,126 906 127,949
1 1 56%  68% 0% 3,598 772 281, 267

FortiCateD 0 0000000000000 O0O0O0OOOFortiGated 10000

FortiGated ) vV —XERAKR (F19) & 00000000000000000000000000000000000

Device Name  CPU Memory  Disk Logs Per Second Sessions Bandwidth Rate (kbps) Sent Received
: O 0% 38% 0% 12 688 1,610
| FortiGateD O OO |1%  36% 0% 4 46 100
. 0% 62% 0% 468 330
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goobooooooobooboboobobobobooboooooo
éﬁr, goobooooooobooboboobobobobooboooooo

FortiGate~DEEEDO VA VY RUVEBRELEDHF 00000000000000000000000

200

160

120

80

# Logins
# Config Changes

FortiGateD O O OO0 O0O0O0O0O0O0O0O0OOOOOOIPOOOOOOOODO20
Joooooooooooooooooooooooooooooooood

FortiGate~DBHEEO VA Viith &

User Name Login Interface Total Number of Logins

Total Number of Configuration Total Duration

Changes (hh:mm:ss)
Usr-62089 P oo ' 2,747 0 347:52:35
Usr-62089 : 0 : 99 20 39:18:41
Usr-34750 ! 0 : 40 2 04:34:27
Usr-46838 . O - 32 9 54:57:07
Usr-62089 ! O : 24 7 09:10:55
Usr-46838 ! O : 23 11 24:24:34
Usr-62089 ! 0 ; 21 507:32:20
Usr-46838 : 0 - 21 8 06:51:40
Usr-31145 ! O \ 10 2 03:27:05
Usr-31145 ' o ; 10 7 04:52:21
Usr-46838 : - - 10 0 01:03:21
Usr-31145 : g : 9 701:14:12
ooy - | " 0 02,07:49
: - . :07:
Usr-46838 ! . : 8 4 04:43:49
Usr-34750 ! 0 . 7 100:47:43
Usr-34750 : 0 ; 7 108:03:27
Usr-62089 . 0 : 6 6 01:41:01
Usr-46838 : 0 : 6 402:30:38
Usr-31145 . oooooo : 4 0 02:41:49
Usr-7464 : 0o - 4 0 00:14:37
Usr-62089 : IPO0O0 : 4 0 01:29:59
Usr-62089 ! : 4 001:51:14
Usr-6403 . - 3 201:17:00
Usr-31145 ! I 3 302:49:30
Usr-31145 ; : 3 201:34:12
Usr-31145 1 ! 2 2 00:48:41
Usr-7464 : - 2 0 00:01:56
Usr-62089 : : 2 2 00:08:13
Usr-46838 ' ; 2 100:06:18
Usr-62089 | - 2 0 01:50:46
Usr-46838 : : 2 2 01:04:08
Usr-31145 ' X 2 201:14:58
Usr-62089 I ; 1 0 00:15:22
Usr-6403 [ ' 1 100:14:24
Usr-62089 ! : 1 100:20:55
Usr-62089 ! ; 1 000:17:11
Usr-62089 : - 1 0 00:00:00
Usr-6403 ! : 1 100:13:36
Usr-46838 | ; 1 0 00:03:00
Usr-62089 | - 1 0 00:10:04
Usr-31145 : : 1 101:38:00
Usr-31145 ! : 1 0 00:00:34
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) . <&—JFortiGate0 000 000000000000 0IPO00020000000000000
FortiGate~nDEEEO V1 VK 000000000000000000000000000000

Login Source User Name Total Number of Failed Logins
_________________ Usr-62089 9
Usr-62089
Usr-46838
Usr-62089
Usr-62089
Usr-62089
Usr-31145
Usr-46838
Usr-62089
Usr-7464
Usr-6403
Usr-62089
Usr-31145
Usr-62089
Usr-34750
Usr-22584
Usr-62089
Usr-62089
Usr-31145
Usr-31145
LCcccmcmcmmm e —— e . Usr-62089

Ooooooooao

gooogo
oo
IPOoon

_ = s s s a2 =S PN WWWS Moo -

) . SSL-VPNO 0 O 0 O FortiGateD 0000 0000000000000 000005000000
FortiGate COEREERE < |(0oooooooo000000000000000000000000000

User Type #f of Failed Authentications
Y Usr-34750 ssl-web 26
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) I ¢—Forticate100000000000000000000000000000000000000
FortiGateDZEL HEK 00000000000000000000000

User Device Date/Time _User Interface _ . Action Performed

Usr-62089 T Oooo ¢ ' 2018-09-25 12:41:05 | ooo , Edit system.global
: oo : : oo L

Usr-62089 ! oo | 2018-09-25 12:41:41 oo ¢ Edit system.admin, D000 |
' ooooo ' : ooooo X e

Usr-62089 ! 0 ! 2018-09-25 12:42:59 1 O 1 Add system.admin, 0000 !
1 O ! : O : _______

Usr-62089 ! 0 X 2018-09-25 12:46:40 : 0 ! Add system, admin :_ oooo !
! ! 1 ] 1 P

Usr-62089 ' g X 2018-09-25 12:47:26 : 0 ' Add system.admin, 0000 !
! X ' | T T

Usr-62089 ' g X 2018-09-25 12:48:25 ! 0 ! Add system. admin :_ oooo !
: I ' O L oo

Usr-46838 ' g ' 2018-09-25 12:49:16 ! 0 , Edit system.admin, oOO0O !

Usr-62089 X 0 : 2018-09-25 17:58:39 ! . | Edit system.global
| oo i : oo !

Usr-62089 : g : 2018-09-25 18:17:13 ' g | Edit system.global

Usr-62089 : g : 2018-09-25 19:06:09 ' g . Add ips. sensor:entries default
1 : 1 113

Usr-62089 ' g ! 2018-09-25 19:06:09 : g | Delete ips.sensor:entries defa
| | ' Cult:d

Usr-62089 ! o ! 2018-09-25 19:06:09 : g i Delete ips.sensor:entries defa
: | X : "ult:3

Usr-62089 ' oo ' 2018-09-25 19:06:09 . oo i Move ips.sensor:entries defaul
: oo | : oo | t:2->default:2

Usr-62089 : oo ! 2018-09-25 19:10:50 oo i Add ips.sensor:entries default
' oo ) ! oo i

Usr-62089 X oo X 2018-09-25 19:10:50 oo ' Delete ips.sensor:entries defa
i\ FortiGateD D OJO) ! , Ooooooo ult:3

Usr-62089 X X 2018-09-25 19:10:50 ! oo ! Add ips.sensor:entries default
. | : IP0000 . 14

Usr-62089 X : 2018-09-25 19:10:50 ! | Move ips.sensor:entries defaul
! ! ' i t:2->default:3

Usr-62089 X : 2018-09-25 19:14:55 X 1 Add ips.sensor:entries default

Usr-62089 : : 2018-09-25 19:14:55 X | Delete ips.sensor:entries defa
' ] ' rult:3

Usr-62089 : ] 2018-09-25 19:14:55 X . Add ips. sensor:entries default

Usr-62089 : | 2018-09-25 19:14:55 : | Move ips.sensor:entries defaul
I | ! | t:2->default:3

Usr-62089 ! ! 2018-09-25 19:14:55 : i Delete ips.sensor:entries defa
X X : Lult:4

Usr-62089 ! ! 2018-09-25 19:18:05 ! i Move ips.sensor:entries defaul
: | ; | t:2->default:3

Usr-62089 : X 2018-09-25 19:18:05 1 ! Add ips.sensor:entries default

Usr-62089 X X 2018-09-25 19:18:05 : ' Delete ips.sensor:entries defa
1 1 : : ult:4

Usr-62089 X X 2018-09-25 19:18:05 ' Add ips.sensor:entries default
' ! \ L4

Usr-62089 X : 2018-09-25 19:18:05 | i Delete ips.sensor:entries defa
. ) . pult:3

Usr-62089 : : 2018-09-25 19:21:43 | | Add ips.sensor:entries default
! ! 1 123

Usr-62089 : ) 2018-09-25 19:21:43 X | Move ips.sensor:entries defaul
! ! 1 1 t:2->default:2

Usr-62089 Lo 1 2018-09-25 19:21:43 X . Delete ips.sensor:entries defa

ult:4
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7SOC Security Analysis Report (Sample ) TSOC

Appendix F TSOCO 0000000000000 FortiGated 00000000 000 FortiGateD 10 0 0
. [/ |o0o0000000000000000000000000000000000
T/INA R RN

£ SN IP7 KL R
_____________ ,
| FortiGatel] 0 0 O ' 0 FortiGate O FortiGate |
1

1 ! 1
: \ gooooooo : IPOCO 00 :
1 ! ! 1

Copyright 2018 HighTechSystem Co., Ltd. page 41 of 41



	ad182b434e22d8690a34da3d2ac9c4c7208257ceb9e6d5cdf09c3b3912e4bdd5.pdf
	TSOC Managed Security Service 分析レポートサンプル

